Providing information has always been one of the key conditions for proper management of both the state and each organization. At a time when the main source of information was a pictogram, it was generally available, later the information was limited to a letter sent by the messenger. Over time, much faster and safer data transfer methods were developed, but this factor has always been the weakest link in the entire system. Currently, the development of teleinformation systems allows to eliminate errors to a large extent. However, it should be emphasized that people are still recipients and creators of information. At present, two basic areas of data loss can be distinguished. The first is a deliberate attack on the information storage system by attacking data centers, the second is a targeted attack on the labor force using the fishing method for this purpose. The development of ICT has given man a range of possibilities for purposeful action. Information stored in information systems is among the most vulnerable to various types of attacks. That is why it is so important to secure information in every company. The most common methods currently used by criminals are: computer fraud, destruction of data or computer programs, computer sabotage, burglary into the computer system, eavesdropping.
INTRODUCTION
Providing information has always been one of the key conditions for proper management of both the state and each organization. At a time when the main source of information was a pictogram, it was generally available, later the information was limited to a letter sent by the messenger. Over time, much faster and safer data transfer methods were developed, but this factor has always been the weakest link in the entire system. Currently, the development of teleinformation systems allows to eliminate errors to a large extent. However, it should be emphasized that people are still recipients and creators of information. At present, two basic areas of data loss can be distinguished. The first is a deliberate attack on the information storage system by attacking data centers, the second is a targeted attack on the labor force using the fishing method for this purpose. The development of ICT has given man a range of possibilities for purposeful action. Information stored in information systems is among the most vulnerable to various types of attacks. That is why it is so important to secure information in every company. The most common methods currently used by criminals are: computer fraud, destruction of data or computer programs, computer sabotage, burglary into the computer system, eavesdropping.
INFORMATION SECURITY MANAGEMENT
Safety in the ordinary sense is understood as a state of non-threat and has been desired in many spheres of human activity for centuries (Żywiołek, 2017) . In the context of information security, we talk about about the efficient functioning of processes in the organization. In the literature, information security is defined as "the quality of an organization free from threats related to information security" (Mottord, Whitman 2008) . An important element of information protection is also its purpose, that is, protection of valuable information for the organization -information, but also the environment created by hardware and software (Humphreys,2007) . While defining the information security, a number of aspects were indicated, above all confidentiality, authenticity, availability, integrity, responsibility, reliability (Żywiołek, 2019) . Whitman and Mottord (2008) also point to privacy as one of the aspects that need protection because of the relationship with the person. Personal information is information resources that have their own sensitivity, which is defined as a measure of importance assigned to information by its author or trustee in order to indicate the need to protect it (Białas, 2007) .
SECURITY OF PERSONAL DATA
Meeting the legal requirements is the responsibility of every entrepreneur. With regard to systemic information security management, this is a key aspect that should be considered when choosing the security (included in the declaration of use), risk assessment, etc (Zou P., Lun P., Cipolla D., Mohamed S., 2017) . Many legal acts concern a larger or smaller group of organizations, for example in the field of protection of classified information, intellectual property or the sphere of e-commerce and services, as well as specific areas of activity -e.g. banking and insurance services. Almost all organizations process personal data, therefore they must meet the relevant requirements set at the level of the law and regulations. The current Act on the protection of personal data comes from May 2018. Originally, it was the implementation of the RODO Regulation, which obliged Poland to indicate how to achieve its objectives. From May 2018 many companies have noticed that they are processing personal data. During the implementation of the RODO, many trainings were carried out, data protection inspectors were massively appointed, creating information security systems. However, employee awareness still indicates that the awareness should be built.
AWARENESS ABOUT PROTECTION REQUIREMENTS PERSONAL DATA
From May 2018, the author conducted research on information security management and employee awareness in this area. Research focused on the approach of small and medium enterprises to solutions in the area of information security. One of the aspects examined in the study is the assessment of awareness, motivation and solutions in the field of personal data protection. 110 production, service and trade enterprises from various industries were subjected to research. The study was conducted using an online survey. The thesis adopted in the study refers to the level of employee awareness in the field of information security. 41 small enterprises, 44 medium-sized enterprises and 25 micro-enterprises participated in the survey. In the tested sample, 11 had a certified quality management system (eg ISO 9001 or ISO 20000-1), 5 of which were certified for compliance with ISO 14001, and two have an information security management system in accordance with ISO/IEC 27001. Answers to the question about the processing of personal data are terrifying. As many as 24 companies denied data processing, 44 said they did not know, and even half of the respondents did not confirm processing. Worrying is the fact that 61 respondents confirmed that they process employee databases, 74 clients and 28 for product users. It should also be noted that respondents do not correctly use definitions relating to basic issues, in particular as regards the processing of personal data, e.g. they do not recognize that archiving is also an element of data processing. Moreover, in many cases the respondents were not able to separate the situation when the organization they represent is the data controller and processes the data based on entrustment. In most cases, respondents who process data do not have written authorization. In 35 cases, respondents indicated that leadership plays a key role.
PERSONAL DATA PROTECTION AS PART OF AN INTEGRATED QUALITY AND INFORMATION SECURITY MANAGEMENT SYSTEM
Monitoring the security status requires the identification and identification of information security elements. Important elements of the information security management process are resources, threats, vulnerabilities, consequences, risks, safeguards and residual risk. There are many factors affecting the level of employees' awareness in the field of security. Based on the observations made in the surveyed enterprises, a relationship diagram was developed, including factors affecting the awareness of employees of the surveyed enterprises in the area of information security (Figure 1 ).
Fig. 1 Relationship diagram for information security
Based on the observations carried out in the surveyed enterprises, factors influencing information security were identified. These elements have been divided into four groups: security, security cell, training and threats. Based on them, factors influencing employee awareness in the field of information security were defined (Jędrzyjczyk, Kucęba, 2016) .
In order to properly manage information in the company, which is the basis for ensuring information security, it seems advisable to examine satisfaction with information management among employees. Respondents gave the following answers to this question (Figure 2 ).
Fig. 2 Employee satisfaction with information security measures in the surveyed enterprises
The survey showed that employees understand the importance of information management for the proper functioning of the enterprise. Only 16% of employees of the surveyed enterprises do not see the importance of information security for enterprises. Twenty-four respondents point to the appointment of an inspector of personal data protection, and in those cases the duties and authorizations that contained legal requirements were precisely defined. It is therefore necessary to provide the inspector with adequate permissions. Forty-two respondents confirmed that they clearly defined the roles, responsibilities and authority to ensure information security. However, in 64 cases, respondents indicated that management plays a key role. Over 25% of respondents did not specify liability in this respect. The results are not unambiguous, and a certain hint in the interpretation of the results is the extremely low level of awareness regarding the requirements for the security of personal data. Quoting the results of the research, it should be noted that according to the declaration almost half of respondents submit data outside Poland, including 37 to the EU and 14 to third countries. With such a low awareness of respondents in terms of requirements, one can draw a conclusion about very likely discrepancies in this respect. The answers given to the question about having the necessary documentation can be clearly evaluated. Only 8 respondents declared having the required personal data security policy, but not all of them already have instructions for managing the IT system. 21 respondents stated that the requirement did not apply to them, and 15that they did not establish the mentioned documents. The analysis of this type of documents is even more striking. Most often, this is only a formal fulfillment of requirements, which is prepared in accordance with the formula, which has not been even the least adapted to the realities of the organization. Most often it is a manifestation of complete ignorance. In individual cases, this fact results from the regulation of the principles of supervision over personal data in the documentation of the information security management system.
PROTECTION OF PERSONAL DATA AS AN INTEGRATED ELEMENT QUALITY MANAGEMENT SYSTEM AND INFORMATION SECURITY
The company is a recognized and large supplier of many types of steel. It has branches all over the world. One of the key branches is located in Poland, and is primarily responsible for sales and customer service in Europe. The specificity of the organization is best reflected in its process map developed as part of the quality management system and information security management, as well as objectives related to standardization and performance measurement. The key processes are technological solutions, which in effect are related to the production and processes of steel processing. It is a group of processes: production, machining ensuring its quality, sales.
The main processes are built by processes: qualitative research, technical support and customer service. In addition, a process of superior nature has been defined -change management, which combines the need to respect the guidelines applicable in the entire corporation and management within the organization in Poland.
QUALITY MANAGEMENT, INFORMATION SECURITY AND PROTECTION OF PERSONAL DATA
The company clearly divided roles in the field of quality management, security and statutory liability related to the protection of personal data. The key role in this respect is played by the Quality and Information Security Manager, who is also the inspector of personal data protection. In practice, therefore, this person is solely responsible to the management for the implementation, maintenance and development of the management system and has taken over the vast majority of the organization's responsibilities (operator of personal data). As part of the management system, there are also (Gryszczyńska, Szpor, 2017) : process owners -responsible for the management of a given process, ranging from documentation and ending with measurements; owners of databases of personal data -designated employees responsible for databases containing personal data. They are also responsible for reporting persons who must be authorized to process data; members of the security forum -are responsible for assessing information security threats, agreeing and accepting risk management plans. The security forum also prepares a management review that takes place step by step during the weekly board meetings.
In practice, Quality and Information Security Manager is the coordinator of highly dispersed activities located within individual processes. According to the adopted assumptions, the tasks implemented by him were included in the group of ten priority tasks for the development of the organization (Pawełoszek, 2014) :
− process approach and documentation of the ISMS -assumes verification of the process map and subordination to its assumptions of optimization and effectiveness measurement due to the fact that the former was subordinated only to the requirements of the standards constituting the basis of the system;
− risk management -risk management plans based on the results of risk assessment are not a real, readable element of system improvement;
− personal data management -thanks to the awareness of the amount of data processed as the operator of personal data and entrusted by the headquarters of the organization and due to the universal transfer of data outside the EU zone. The requirements for the protection of personal data are fully integrated with the quality management system and information security, which guarantees the responsibility of one person directly before the management. The key documents related to the supervision of personal data are the personal data protection policy and IT network supervision instructions -developed as part of the quality management and information security process, it is important to recall many documents in them. In the discussed company, the documentation model is described on two levels. The first level is the features of processes in the form of so-called Process manuals that refer to policies and instructions. The key documents regarding the protection of personal data are primarily recalled (Kępa, 2015) :
− declaration of the application, which defines all the safeguards applied in the organization, including security regarding IT networks and, more broadly, ICT;
− business continuity and DRP (disaster recovery plan) plans; − instructions for dealing with information security incidents; − a catalogue of services including minimum parameters of service provision, including SLA (standard level agreement);
− instructions for monitoring and assessing the effectiveness of IT security. According to the requirements, ABI is responsible for maintaining databases, including personal data. They are specified in the supervised file as so-called Open register. Each database is characterized by the name, main user, list of persons authorized to process personal data, indication of the database administrator, identification of the purpose of data processing, population characteristics, contained database, the type of data collected in the database and data structure. In addition, a number of other more detailed features complement the register. It is extremely difficult to ensure effective supervision over it, it is a serious problem, as it concerns almost 50 databases and almost 250 employees, co-workers, often outside the company or the EU zone.
